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New Features and Improvements

New Data Sources

e Added support for SharePoint 2016 as a source.
e Added support for Schedule Scans of Exchange Online.

New Features

e Added support for creating a Machine Learning type check to scan and predict file classification
based on pre-defined learning models.

e Added support for integrating with a SIEM system and for sending the Compliance Guardian
scan results to that system.

e Added support for integrating the scan results with a SIEM system in the scheduled scan plans.
e Added support for SQL 2016.

e Added support for TLS 1.2.

e Added Built-in Power Bl report templates for viewing the results of the File Analysis tool.

o Added Context type checks to choose whether or not to search files that have been shared to
external users.

e Added support for setting the risk severity for externally shared files.

e Added support for rescanning all of the failed objects with an incremental job.

e Added Context type checks that search the objects of a user, who has specific permissions.
e Added support for creating a Context type check in Guided Mode.

e Optimize the logic of using the Regex type check to exclude false positive results.

e Added support for three ways to define keywords when creating a Dictionary Type check: define
the keywords on GUI, define the keywords by uploading a file, and define the keywords from a
database.

o Improve the design of Dashboard in Incident Management Center by adding more clickable links
and sections.

o Improved the Incident Manager by adding the ability to filter incidents by scan time range.

o Improved the Incident Manager by adding the ability to search by owner in Incident
Management Center.

e The Incident Management Center now remembers search settings until the login session times
out.
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Known Issues

e In Compliance Guardian NLB environments, when the IIS Site certificate on each of the
Compliance Guardian managers is different and the NLB filtering mode is No Affinity, there will
be display issues on the Compliance Guardian Manager login page.

Workaround:Make sure that Compliance Guardian uses the same |IS Site certificate for all of the

managers or change the NLB filtering mode to Single Affinity.

e After updating scan plans that contain custom actions from Compliance Guardian 4 SP1 to
Compliance Guardian 4 SP2, the plan does not work and the job will fail. The interface of custom
action has been changed, which causes the previous version's dll file to not operate correctly.

Workaround: Review any previous patches that include custom actions prior to upgrading to

make sure those patches are included are included.

o  When the Exchange Online license expires in Office 365, Compliance Guardian can still scan its
mailboxes for 30 days. Compliance Guardian will remove Exchange Online from the scan scope
30 days after the expiration.

e Compliance Guardian cannot scan Reference attachments in Exchange Online.

Root Cause: It is an API limitation that the APl cannot get the Reference attachment.
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Notices and Copyright Information

Notice

The materials contained in this publication are owned or provided by AvePoint, Inc. and are the property
of AvePoint or its licensors, and are protected by copyright, trademark and other intellectual property
laws. No trademark or copyright notice in this publication may be removed or altered in any way.

Copyright

Copyright ©2013-2016 AvePoint, Inc. All rights reserved. All materials contained in this publication are
protected by United States and international copyright laws and no part of this publication may be
reproduced, modified, displayed, stored in a retrieval system, or transmitted in any form or by any
means, electronic, mechanical, photocopying, recording or otherwise, without the prior written consent
of AvePoint, 3 Second Street, Jersey City, NJ 07311, USA or, in the case of materials in this publication
owned by third parties, without such third party’s consent. Notwithstanding the foregoing, to the extent
any AvePoint material in this publication is reproduced or modified in any way (including derivative
works and transformative works), by you or on your behalf, then such reproduced or modified materials
shall be automatically assigned to AvePoint without any further act and you agree on behalf of yourself
and your successors, assigns, heirs, beneficiaries, and executors, to promptly do all things and sign all
documents to confirm the transfer of such reproduced or modified materials to AvePoint.

Trademarks

AvePoint®, DocAve®, the AvePoint logo, and the AvePoint Pyramid logo are registered trademarks of
AvePoint, Inc. with the United States Patent and Trademark Office. These registered trademarks, along
with all other trademarks of AvePoint used in this publication are the exclusive property of AvePoint and
may not be used without prior written consent.

Microsoft, MS-DOS, Internet Explorer, Office, Office 365, SharePoint, Windows PowerShell, SQL Server,
Outlook, Windows Server, Active Directory, and Dynamics CRM 2013 are either registered trademarks or
trademarks of Microsoft Corporation in the United States and/or other countries.

Adobe Acrobat and Acrobat Reader are trademarks of Adobe Systems, Inc.

All other trademarks contained in this publication are the property of their respective owners and may
not be used without such party’s consent.

Changes

The material in this publication is for information purposes only and is subject to change without notice.
While reasonable efforts have been made in the preparation of this publication to ensure its accuracy,
AvePoint makes no representation or warranty, expressed or implied, as to its completeness, accuracy,
or suitability, and assumes no liability resulting from errors or omissions in this publication or from the
use of the information contained herein. AvePoint reserves the right to make changes in the Graphical
User Interface of the AvePoint software without reservation and without notification to its users.

AvePoint, Inc.

Harborside Financial Center, Plaza 10
3 Second Street, 9th Floor

Jersey City, New Jersey 07311
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