
Data Validation, Classification, & Protection

 

 
 

Proactively Monitor And Secure Your Data

Identifying potential risks within your information is just the first step. Quickly and efficiently resolve issues with 
redaction, pseudonymization, encryption, permission management, quarantine and blocking with security-trimmed, 
pre-prioritized reports that guide your information owners and compliance teams to the most critical violations. By 
integrating content-level scans with automated actions to secure sensitive documents, update permissions, and 
enforce policies, we empower collaboration for end users while protecting your most valuable assets.  

Protect Your Content Every Step of the Way.

 

 
 

 

 

Discover dark data wherever 
it lives in your current 

repositories with Compliance 
Guardian’s extensible APIs. 

Scan across SharePoint, 
Exchange, file shares, 

databases, websites, and 
cloud platforms—including 

Office 365, Salesforce, 
ServiceNow, G-Suite, Box, 

Dropbox and Slack—as well 
as social platforms like Skype 

for Business, Microsoft 
Teams and Yammer.

Centrally monitor the status 
of any incident as well as its 

associated risk levels to 
ensure violations are dealt 

with based on criticality and 
time of occurrence. 

With trend reports and 
detailed historical analysis, 
track and manage risk level 

throughout the entire 
lifecycle of your data. 

Map content to roles—such 
as creators, owners, legal 

teams, or user groups—spe-
cific to your organization so 
the right person can quickly 

assess and resolve viola-
tions.

By mapping content and 
having violations sent to 
designated roles or user 

groups, risk reports become 
actionable.

Automatically block, quaran-
tine, redact, encrypt, delete, 

export, or route files 
containing sensitive informa-
tion to an appropriate place 
upon upload—or during a 
recurring or on-demand 

scan.  

Create alerts for the proper 
user or user groups to verify 
and confirm the appropriate 

action to take around 
incidents.

Comprehensive 
Review Process

Secure Sensitive 
Content

Data Leakage 
Prevention

Role-Based “Data 
Driven” Incident

 Assignment



 

TECHNICAL OVERVIEW

How to Buy AvePoint Products
   

For a comprehensive list of 
new features in this 
release, please review the 
release notes on your 
AvePoint Account Portal. 
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•   Real-time and scheduled scans identify and analyze files and 
their content, so you can easily map out data based on your 
queries with multiple filter conditions including file type, age, 
size, ownership, location, and sensitivity level

•   Detect cryptoviruses and ransomware attacks in data 
sources, and review insights via a dashboard that displays 
potential threats, to ensure data security

•   Integrate with information management policies to ensure 
content is appropriately stored, retained, deduplicated, and 
secured

•   Perimeter’s ‘Live Preview’ integration lets business users 
directly and securely open files in an IMS report using the 
URL link provided 

•   Delete, quarantine, encrypt, redact, anonymize, export, or 
route the content to the appropriate location based on its 
classification to comply with information governance policies 

DATA LOSS PREVENTION DATA VALIDATION, CLASSIFICATION, & PROTECTION 

INCIDENT MANAGEMENT

•   Identify privacy and information security violations in files 
and assign by role and ownership so issues can be resolved 
by the right people

•   Enhance incident tracking and management with an 
automated incident management system that incorporates 
human reviews to check status, classification results, as well 
as document content to enable flexible remediation and 
reduce false positives

•   Report on access levels to ensure the right people can see, 
edit, download, and share specific information and file 
types

•   Integration with Office 365 DLP aggregates incidents across 
systems, and automates incident management workflows 
to resolve violations

•   Real-time and scheduled scans identify and analyze files 
and their content, so you can easily map out data based on 
your queries with multiple filter conditions including file 
type, age, size, ownership, location, and sensitivity level

Policy-Driven Actions on Violations Incident Tracking and Management

https://account.avepoint.com/customer/SignIn?returnUrl=/pages/homepage

